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This listing of claims will replace all prior versions, 
and listings, of claims in the application: 



1 Claim 1 (currently amended): A computer-implemer ted 

2 method comprising: ' 

3 a) accepting forwarding liveness status information 

4 of at least two different interfaces of a da ta 

5 forwarding device ; 

6 b) composing an aggregated message includir g at 

7 least two indicators, each indicator identic yinqr a 

8 different one of the at least two different 

9 interfaces and corresponding forwarding liveness 

10 status information of the at least two different 

11 interfaces as data within the aggregated message; 

12 and 

13 c) sending the aggregated message towards « 

14 neighbor node^ 

15 wherein the forwarding- liveness status 

16 information includes an integrity and correc t 

1 7 operation of a forwarding table used by the data 

18 forwarding device. 



1 Claim 2 (previously presented) : The computer-implemented 

2 method of claim 1 further comprising: 



3 d) maintaining a first timer for tracking a send 

4 time interval, wherein the acts of composing the 

5 aggregated message and sending the aggregated 

6 message are performed after expiration of ths first 

7 timer; and 

8 e) restarting the first timer after the aggregated 

9 message is sent. 
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1 Claim 3 (previously presented): The computer-imp lemented 

2 method of claim 2 wherein the aggregated message further 

3 includes a dead time interval, and wherein the send time 

4 interval is less than the dead time interval. 

1 Claim 4 (previously presented) : The computer-implemented 

2 method of claim 2 wherein the aggregated message further 

3 includes a dead time interval, and wherein the send time 

4 interval is no more than one third of the dead tine 

5 interval, 

1 Claim 5 (previously presented) : The computer-implemented 

2 method of claim 2 wherein the send time interval is less 

3 than one second. 

1 Claim 6 (previously presented) : The computer- imp Lemented 

2 method of claim 2 wherein the send time interval Ls less 

3 than 100 msec* 

1 Claim 7 (previously presented) : The computer-imp Lemented 

2 method of claim 1 wherein the aggregated message further 

3 includes a dead time interval. 

1 Claim 8 (previously presented): The computer-imp Lemented 

2 method of claim 1 wherein the act of sending the 

3 aggregated message includes providing the aggrega ;ed 

4 message in an Internet protocol packet. 

1 Claim 9 (previously presented) : The computer-imp .emented 

2 method of claim 8 wherein the aggregated message .s sent 

3 towards the neighbor node by setting a destinatio i 

4 address in the Internet protocol packet to a mult .cast 



3 
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5 address associated with routers that support aggj egated 

6 interface forwarding liveness. 

1 Claim 10 (previously presented) : The 

2 computer-implemented method of claim 1 wherein the status 

3 information includes a forwarding liveness state selected 

4 from a group of forwarding liveness states consisting of 

5 (A) interface up, (B) interface down, (C) interface 

6 monitor not reporting, and (D) forwarding engine 

7 restarting, 

1 Claim 11 (currently amended) : For use with a noce, a 

2 computer-implemented method comprising: 

3 a) receiving ; using the node, an aggregated message 

4 including 

5 i) at least two indicators, each indicator 

6 identifying a different one of at least two 

7 different interfaces of a neighbor node_and 

8 corresponding forwarding liveness status 

9 information for the [ [ a first act of ] ] at least 

10 two different interfaces as data within the 

11 aggregated message, and 

12 ii) a time interval; and 

13 b) updating , using the node, neighbor node 

14 forwarding liveness status information using the 

15 aggregated message^ 

16 wherein the forwarding liveness status 

17 information includes an integrity and correc ; 

1 8 operation of a forwarding table of the neigh )or 

19 node. 



4 
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1 Claim 12 (currently amended): The computer-implemented 

2 method of claim 11 wherein the act of updating neighbor 

3 node liveness status information includes 

4 i) setting a first timer to the time interval 

5 and starting the first timer, 

6 ii) if the first timer expires, settirg a 

7 status of each of the at least two different 

8 interfaces of the neighbor node to dowr ; and 

9 iii) if a further message, sourced frcm the 
*0 neighbor node, and including 

U A) at least two indicators, each 

indicator identifying a different one of 
the at least two different interfaces of 

14 the neighbor node and correspondin g 

15 forwarding liveness status information, 

16 and 

B) a new time interval, 
is received then, resetting the first timer to 
the new time interval and restarting th* first 



12 
13 



17 
18 
19 



20 timer. 



1 Claim 13 (previously presented) : The 

2 computer-implemented method of claim 12 wherein each of 

3 the time interval and the new time interval is less than 

4 one second. 

1 Claim 14 (previously presented) : The 

2 computer-implemented method of claim 11 wherein tie 

3 forwarding liveness status information is interface 

4 forwarding liveness status information. 



5 
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1 Claim 15 (previously presented) : The 

2 computer-implemented method of claim 11 wherein t he 

3 status information includes a forwarding liveness state 

4 selected from a group of forwarding liveness stai es 

5 consisting of (A) interface up, (B) interface dovn, (C) 

6 interface monitor not reporting, and (D) forwarding 

7 engine restarting. 

1 Claim 16 (currently amended): The computer- imple mented 

2 method of claim 11 wherein the forwarding livenes s status 

3 information further includes at least one of (i) [ [the 

4 integrity and correct op e ration of forwarding to t'l c o T 

5 (ii) ] ] the integrity and correct operation of sw: tch 

6 fabric, (ii [ [±±i] ] ) the integrity and correct operation 

7 of a forwarding lookup engine, ( iii [[«]]) the integrity 

8 and correct operation of a traffic scheduler, (jj; [ [v] ] ) 

9 the integrity and correct operation of a traffic 

10 classifier, <v [ ] ) the integrity and correct 

11 operation of buffers in the data plane, ( vi [[v^:-]]) the 

12 integrity and correct operation of packet segmem ation 

13 modules , (vii [ [ viii ] ] ) the integrity and correal . 

14 operation of packet reassembly modules, ( viii tl^-x]]) the 

15 integrity and correct operation of packet re-sequencing 

16 modules, (ix [[it]]) whether or not a node is restarting, 

17 (x [[**■]]) whether or not the forwarding plane in 

18 congested, or (xi [ [«±i] ] ) the integrity and correct 

19 operation of fragmentation modules. 

1 Claim 17 (previously presented) : The 

2 computer-implemented method of claim 11 wherein i.he 

3 forwarding liveness status information includes at least 

6 



PA(£ 1 1/29 1 RCVD AT 8/512009 1 1 :54:23 AM [Eastern Daylight Time] 1 SVR:USPTO-EFXRF-6/24 1 DN1S:2738300 1 CSID:17329361401 1 DURATION (mm-$s):05»58 



08/05/2009 12:03 FAX 17329361401 ©012/029 



4 one of (i) bit error rate at a link interface, an-1 (ii) 

5 clock synchronization at a link interface. 

1 Claim 18 (currently amended) : A computer-impleme: ited 

2 method for monitoring interface forwarding livene is, the 

3 method comprising: 

4 a) determining, at a first node, forwarding 

5 liveness status information for at least two 

6 different interfaces of the first node ; 

7 b) sending, from the first node, an aggregated 

8 message including at least two indicators, e-ich 

9 indicator identifying a different one of at .east 

10 two different interfaces and the correspondin g 

11 determined status information for the at lea.>t two 

12 different interfaces as data within the aggregated 

13 message; 

14 c) receiving, at the second node, the aggre< fated 

15 message; and 

16 d) updating, by the second node, first node 

17 forwarding liveness status information using the 

18 aggregated message, 

19 wherein the forwarding liveness status 

20 information includes an integrity and correct 

21 operation of a forwarding table of the first node . 



1 Claim 19 (previously presented) : The 

2 computer-implemented method of claim 18 wherein the 

3 aggregated message further includes a dead interv.il, and 

4 wherein the act of updating first node forwarding 



5 liveness status information includes 

6 i) setting a timer to the dead interva .; 

7 ii) starting the timer; 

7 
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8 iii) determining whether or not a furtner 

9 message including forwarding liveness scatus 

10 information is received from the first lode 

11 before the expiration of the timer; and 

12 iv) if it is determined that a further message 

13 including forwarding liveness status 

14 information is not. received from the f i est node 

15 by the second node before the expiratioi of the 

16 timer, then informing the second node t iat the 

17 at least two different inf erf aces of th* first 

18 node are down, 

1 Claim 20 (previously presented) : The 

2 computer-implemented method of claim 18 wherein tie 

3 status information includes a forwarding liveness state 

4 selected from a group of forwarding liveness stat as 

5 consisting of (A) interface up, (B) interface dowi, (C) 

6 interface monitor not reporting, and (D) forwarding 

7 engine restarting. 



1 Claim 21 (currently amended) : The computer-impleaented 

2 method of claim 18 wherein the forwarding livenes s status 

3 information further includes at least one of (i) [ [%ke 

4 int e grity and correct operation of forwarding t - ab -bee-r 



5 -Hri-H ] the integrity and correct operation of swi :ch 

6 fabric, [ [-Hrt] 3 ) the integrity and correct operation 

7 of a forwarding lookup engine, ( iii [ [-stv] ] ) the i itegrity 

8 and correct operation of a traffic scheduler, (iv [ [V s ] ] ) 

9 the integrity and correct operation of a traffic 

10 classifier, (v [ [vi] ] ) the integrity and correct 

11 operation of buffers in the data plane, (vi [ [v±4- ]) the 

12 integrity and correct operation of packet segment ition 
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13 modules, ( vii [ [ viii ] ] ) the integrity and correct 

14 operation of packet reassembly modules, ( viii [[-*-»]]) the 

15 integrity and correct operation of packet re-seqi encing 

16 modules, (ix [[»]]) whether or not a node is restarting, 

17 (x [[**]]) whether or not the forwarding plane is 

18 congested, or (xi [ [x»] ] ) the integrity and con ect 

19 operation of fragmentation modules. 

1 Claim 22 (previously presented) : The 

2 computer-implemented method of claim 18 wherein the 

3 forwarding liveness status information includes ct least 

4 one of (i) bit error rate at a link interface,, ard (ii) 

5 clock synchronization at a link interface. 

Claims 23-28 (canceled) 



1 Claim 29 (currently amended) : For use with a noes, 

2 apparatus comprising: 



3 a) one or more processors; 

4 b) at least one input device; and 

5 c) one or more storage devices storing 

6 processor-executable instructions which, when 

7 executed by one or more processors, perform a method 

8 of: 

9 i) accepting forwarding liveness status 

10 information of at least two different 

11 interfaces; 

12 ii) composing an aggregated message including 

13 at least two indicators, each indicator 

14 identifying a different one of the at lsa st two 

15 different interfaces of the node and th* 

16 corresponding forwarding liveness status 

9 
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17 information of the at least two dif fere nt 

18 interfaces as data within the aggregate d 

19 message; and 

20 iii) sending the aggregated message tc wards a 

21 neighbor node, 

22 wherein the forwarding liveness st atus 

23 information includes an integrity and correct 

24 operation of a forwarding table of the node . 

1 Claim 30 (previously presented): The apparatus cf claim 

2 29 further comprising: 

3 iv) maintaining a first timer for tracking a 

4 send time interval, wherein the act of 

5 composing the aggregated message and sending 

6 the aggregated message compose and senc the 

7 aggregated message after expiration of the 

8 first timer; and 

9 v) restarting the first timer after the 
10 aggregated message is sent. 



1 Claim 31 (previously presented): The apparatus cf claim 

2 30 wherein the aggregated message further includes a dead 

3 time interval, and wherein the send time interval is less 

4 than the dead time interval. 

1 Claim 32 (previously presented): The apparatus cf claim 

2 30 wherein the aggregated message further includes a dead 

3 time interval, and wherein the send time interval is no 

4 more than one third of the dead time interval. 



10 
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1 Claim 33 (previously presented) : The apparatus c.f claim 

2 30 wherein the send time interval is less than or.e 

3 second. 



1 Claim 34 (previously presented) : The apparatus of claim 

2 30 wherein the send time interval is less than 1( 0 msec. 

1 Claim 35 (previously presented) : The apparatus of claim 

2 29 wherein the aggregated message further includes a dead 

3 time interval. 



1 Claim 36 (previously presented) : The apparatus of claim 

2 29 wherein the act of sending the aggregated message 

3 includes providing the aggregated message in an : nternet 

4 protocol packet. 

1 Claim 37 (previously presented) : The apparatus of claim 

2 36 wherein the act of sending the aggregated mesj.age 

3 includes setting a destination address in the Internet 

4 protocol packet to a multicast address associated with 

5 routers that support interface forwarding livene:.s. 

1 Claim 38 (previously presented) : The apparatus of claim 

2 29 wherein the status information includes a forwarding 

3 liveness state selected from a group of forwarding 

4 liveness states consisting of (A) interface up f B) 

5 interface down, (C) interface monitor not report: ng, and 

6 (D) forwarding engine restarting. 

1 Claim 39 (currently amended) : For use with a node r 

2 apparatus comprising: 

3 a) one or more processors; 

11 
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4 b) at least one input device; and 

5 c) one or more storage devices storing 

6 processor-executable instructions which, when 

7 executed by one or more processors, perform a method 

8 of: 

9 i) receiving an aggregated message including 

10 A) at least two indicators, each 

11 indicator identifying a different :>ne of 

12 at least two different interfaces :>f a 

1^ neighbor node and corresponding forwarding 

1^ liveness status information for ths [ [■» 

1 5 first set of ] ] at least two different 

16 interfaces as data within the aggregated 

17 message, and 

18 B) a time interval; and 

19 ii) updating neighbor node forwarding Liveness 

20 status information using the aggregated 

21 message^, 

22 wherein the forwarding liveness st itus 

23 information includes an integrity and c orrect 

24 operation of a forwarding table of the : leiqhbor 

25 node . 

1 Claim 40 (currently amended): The apparatus of cairn 39 

2 wherein the act of updating neighbor node livenes;; status 

3 information includes 

4 A) setting a first timer to the t..me 

5 interval and starting the first tiner, 

6 B) setting a status of each of thn at 

7 least two different interfaces of 1 he 

8 neighbor node to down if the first timer 

9 expires; and 

12 
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10 



C)' if a further message, sourced from the 

neighbor node, and including 

1) at least two indicators, each 
indicator identifying a diff e rent one 



11 



12 



13 



14 



of the at least two different 



15 



interfaces and corresponding 
forwarding liveness status 
information, and 



16 



17 



18 



2) a new time interval, 
is received, resetting the first timer to 
the new time interval and restarting the 



19 



20 



21 



first timer. 



1 Claim 41 (previously presented) : The apparatus cf claim 

2 39 wherein each of the time interval and the new time 

3 interval is less than one second. 

1 Claim 42 (previously presented) : The apparatus of claim 

2 39 wherein the forwarding liveness status information is 

3 interface forwarding liveness status information* 

1 Claim 43 (previously presented) : The apparatus of claim 

2 39 wherein the status information includes a forwarding 

3 liveness state selected from a group of forwarding 

4 liveness states consisting of (A) interface up, (3) 

5 interface down, (C) interface monitor not reporting, and 

6 (D) forwarding engine restarting. 

1 Claim 44 {currently amended): The apparatus of cLaim 39 

2 wherein the forwarding liveness status information 

3 further includes at least one of (i) [[ the integrity and 

4 correct operation of forwarding tabl e s, — ( i i •) ] ] ths 



13 
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5 integrity and correct operation of switch fabric, (i± 

6 [ [*±±-] ] ) the integrity and correct operation of a 

7 forwarding lookup engine, (iii [ [-i^] ] ) the integrity and 

8 correct operation of a traffic scheduler, (iv [[*?]]) the 

9 integrity and correct operation of a traffic classifier, 

10 (v [ [vi] ] ) the integrity and correct operation of buffers 

11 in the data plane, (vi [ [^Hri] ] ) the integrity and correct 

12 operation of packet segmentation modules, ( vii [ [ s^rit] ] ) 

13 the integrity and correct operation of packet reassembly 

14 modules, ( viii [[«]]) the integrity and correct 

15 operation of packet re-sequencing modules, (ix [[*]]) 

16 whether or not a node is restarting, (x [ ] ) whether 

17 or not the forwarding plane is congested, or (xi [ [«ii] ].) 

18 the integrity and correct operation of fragmentation 

19 modules. 



1 Claim 45 (previously presented): The apparatus o: claim 

2 39 wherein the forwarding liveness status inf orma ;ion 

3 includes at least one of (i) bit error rate at a .ink 

4 interface, and (ii) clock synchronization at a li lk 

5 interface, 

1 Claim 46 (currently amended): A system comprising: 

2 a) a first node including 

3 i) one or more processors; 

4 ii) at least one input device; and 

5 iii) one or more storage devices storing 

6 processor-executable instructions which when 

7 executed by one or more processors, per r orm a 

8 method of: 



14 
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9 A) determining, at a first node, 

10 forwarding liveness status information for 

11 at least two different interfaces, and 

12 • B) sending an aggregated message 

13 including at least two indicators, each 

14 indicator identifying a different pne of 

15 the at least two different interfaces of 

16 the first node and the corresponds io 

17 determined status information for :he at 
IS least two different interfaces as iata 

19 within the aggregated message^ 

20 wherein the forwarding livene ss 

21 status information includes an int *qrity 

22 and correct operation of a f orward ,ng 

23 table of the first node ; and 

24 b) a second node including 

25 i) one or more processors; 

26 ii) at least one input device; and 

27 iii) one or more storage devices stori:ig 

28 processor-executable instructions which when 

29 executed by one or more processors, per form a 

30 method of: 

31 A) receiving the aggregated message, a) id 

32 B) updating first node forwarding liveness 

33 status information using the aggregated 

34 message. 

1 Claim 47 (previously presented) : The system of cairn 46 

2 wherein the aggregated message further includes a dead 

3 interval, and wherein the act of updating first node 

4 forwarding liveness status information includes 

5 i) setting a timer to the dead interva:.; 

15 
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6 ii) starting the timer; 

7 iii) determining whether or not a further 

8 message including forwarding liveness s :atus 

9 information is received from the first :iode 

10 before the expiration of the timer; and 

11 iv) informing the second node that the at 

12 least two different interfaces of the f.rst 

13 node are down if it is determined that a 

14 further message including forwarding likeness 

15 status information is not received from the 

16 first node by the second node before th<i 

17 expiration of the timer. 



1 Claim 48 (previously presented) : The system of cairn 46 

2 wherein the status information includes a forward. -ng 

3 liveness state selected from a group of forwarding 

4 liveness states consisting of (A) interface up, (H) 

5 interface down, (C). interface monitor not report!) ig, and 

6 (D) forwarding engine restarting. 

1 Claim 4 9 (currently amended) : The system of clain 46 

2 wherein the forwarding liveness status information 

3 further includes at least one of (i) [[ the int e grity and 

4 correct operation of forwarding tables, — (ii) ] ] th<: 

5 integrity and correct operation of switch fabric, ( ii 

6 [ ] ) the integrity and correct operation of a 

7 forwarding lookup engine, ( iii [ [iv] ] ) the integrity and 

8 correct operation of a traffic scheduler, (iv [ [v ] ) the 

9 integrity and correct operation of a traffic classifier, 



10 (v [ [vi] ] ) the integrity and correct operation of buffers 

11 in the data plane, (vi [ [vii] ] ) the integrity and correct 

12 operation of packet segmentation modules, ( vii [ [ a n iii ] ] ) 

16 
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13 the integrity and correct operation of packet reassembly 

14 modules, ( viii [ [-i-x-] ] ) the integrity and correct 

15 operation of packet re-sequencing modules, (ix [[tt]]) 

16 whether or not a node is restarting, (x [[»£]]) whether 

17 or not the forwarding plane is congested, or (xi [seii] ] ) 

18 the integrity and correct operation of fragmentation 

19 modules. 

1 Claim 50 (original) : The system of claim 46 whernin the 

2 forwarding liveness status information includes ai. least 

3 one of (i) bit error rate at a link interface, and (ii) 

4 clock synchronization at a link interface. 

1 Claim 51 (previously presented) : The 

2 computer-implemented method of claim 1 wherein the 

3 forwarding liveness status information of at leasL one of 

4 the at least two different interfaces included in the 

5 aggregated message includes a forwarding liveness state 

6 set to interface monitor not reporting . 

1 Claim 52 (previously presented) : The 

2 computer-implemented method of claim 1 wherein the 

3 forwarding liveness status information of at leas-, one of 

4 the at least two different interfaces included in the 

5 aggregated message includes a forwarding liveness state 

6 set to forwarding engine restarting. 

1 Claim 53 (currently amended) : The computer-implenented 

2 method of claim [ [3r2-] ] 11 wherein the forwarding 

3 liveness status information of at least one of thu at 

4 least two different interfaces included in the fi::st set 

5 of at least two different interfaces included within the 

17 
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6 aggregated message includes a forwarding liveness state 

7 set to interface monitor not reporting. 

1 Claim 54 (currently amended) : The computer -implemented 

2 method of claim [ [42] ] 11 wherein the forwarding liveness 

3 status information of at least one of the at lea: t two 

4 different interfaces included in the first set o5 at 

5 least two different interfaces included within tie 

6 aggregated message includes a forwarding livenes* state 

7 set to forwarding engine restarting. 
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